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Abstract: \n 2024, the UN General Assembly has adopted a resolution aiming for “safe,
secure and trustworthy artificial intelligence systems” and the “Pact for the Future”
including a “Global Digital Compact” and a “Declaration on Future Generations”. It
is now urgent to implement and build on the UN General Assembly resolution and
the “Pact for the Future”. This article suggests that an International Data-Based
Systems Agency (IDA) needs to be established urgently at the UN as a global plat-
form for technical cooperation in the field of data-based systems (DS) fostering
human rights, safety, security, a rules-based international order, sustainability, and
peaceful uses of data-based systems (DS) with a multilateral approach, as well as
a global supervisory and monitoring institution and regulatory authority in the area
of data-based systems (DS) responsible for access to market approval.

Keywords: Artificial Intelligence (Al), Data-Based Systems (DS), Ethics, Human Ri-
ghts, Sustainability, Responsibility, Human Rights-Based Data-Based Systems
(HRBDS), UN, International Data-Based Systems Agency (IDA)

Povzetek: Leta 2024 je Generalna skupscina Zdruzenih narodov sprejela resolucijo,
katere cilj so »varni, zanesljivi in zaupanja vredni sistemi umetne inteligence« ter
»Pakt za prihodnost, ki vkljucuje »Globalni digitalni dogovor« in »Deklaracijo o
prihodnjih generacijah«. Zdaj je nujno, da se resolucija Generalne skupsc¢ine Zdru-
Zenih narodov in »Pakt za prihodnost« izvajata in nadgradita. V prispevku predla-
gamo, da je treba v okviru ZN nujno ustanoviti Mednarodno agencijo za podat-
kovne sisteme (MAPS) kot globalno platformo za tehni¢no sodelovanje na podro-
¢ju podatkovnih sistemov (PS). Slednja naj krepi ¢lovekove pravice, varnost, za-
$¢ito, mednarodni pravni red, ki temelji na pravilih, trajnosti in miroljubni rabi
sistemov na podlagi podatkov (PS) z vecstranskim pristopom, pa tudi globalne
nadzorne in spremljevalne institucije ter regulativne organe na podrocju podat-
kovnih sistemov (PS), odgovorne za dostop do trzne odobritve.
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Kljucne besede: umetna inteligenca (Ul), podatkovni sistemi (PS), etika, ¢lovekove
pravice, trajnost, odgovornost, podatkovni sistemi, temeljeci na ¢lovekovih pra-
vicah (PSCP), OZN, Mednarodna agencija za podatkovne sisteme (MAPS)

1. First Small Steps Are Achieved

So-called “artificial intelligence” (Al) possesses upsides and downsides from an
ethical perspective. A global consensus has emerged that some action is needed
to ensure that the ethical opportunities of “Al” are fostered, that all humans be-
nefit from the ethical opportunities, and that the ethical risks are avoided or ma-
stered. First small steps to ensure a future for humanity and the planet are achi-
eved: The UN Human Rights Council unanimously adopted, on July 14, 2023, its
latest resolution on “New and emerging digital technologies and human rights”
(UN Human Rights Council 2023) which addressed for the first time the promoti-
on and protection of human rights with explicit reference to “Al”. The Resolution
emphasizes that new and emerging technologies with an impact on human rights
“may lack adequate regulation”, highlighted the “need for effective measures to
prevent, mitigate and remedy adverse human rights impacts of such technologi-
es” and stressed the need to respect, protect and promote human rights “throu-
ghout the lifecycle of artificial intelligence systems”. It called for frameworks for
impact assessments related to human rights, for due diligence to assess, prevent
and mitigate adverse human rights impact, and to ensure effective remedies, hu-
man oversight, and accountability.

On March 21, 2024, the UN General Assembly unanimously adopted a resolu-
tion “Seizing the opportunities of safe, secure and trustworthy artificial intelligen-
ce systems for sustainable development” (UN General Assembly 2024) on the
promotion of “safe, secure and trustworthy” “artificial intelligence (Al)” systems
that will also benefit sustainable development for all. It emphasizes: “The same
rights that people have offline must also be protected online, including throug-
hout the life cycle of artificial intelligence systems.”

On September 22, 2024, the UN General Assembly adopted the “Pact for the
Future” including a “Global Digital Compact” and a “Declaration on Future Gene-
rations” (United Nations 2024).

These are small steps in the right direction and represent first significant foun-
dations for a future where all humans can live a life with human dignity and the
planet enjoys sustainability. At the same time, it becomes clear if one poses the
following test questions that these first small steps are not enough and increase
the necessity to implement and build on them:

a) Can human rights-violating state actions or business practices be concretely
stopped because of these steps? No.

b) Do multinational technology companies need to change anything regarding
their human rights-violating business practices because of these steps? No.
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¢) Can states or multinational technology companies be held accountable for
their human violations based on these steps? No.

These negative responses as well as the following realities undermine that more
needs to be done:

- Inthe year 2025 it is still possible, e.g., to put on the market an app that sexu-
alizes children’s images (Lensa 2024; Heikkilda 2022), and the only thing that
happens to this company is that it makes a lot of money from it. We need to
do something about this! Urgent action is needed.

- Inthe year 2025 it is now possible with “social media” to destabilize within a
few hours a peaceful, functioning, and wealthy country (e.g., the UK far-right
riots 2024) (Cadwalladr 2024).

- Inthe year 2025 it is now possible with “generative Al” to destroy a politician
or business leader with a “Hollywood-quality” deep fake (Verma and Zakr-
zewski 2024).

- In the year 2025, the energy-consumption (Ren and Wierman 2024) and wa-
ter-consumption (Gordon 2024; Ren and OECD 2023) by "Al" is exploding.

- In the year 2025, the global “digital divide” is growing (International Labour
Organization 2024).

|”

“Artificial intelligence (Al)” has ethical implications: opportunities as well as
risks. “Al” can be powerful for fostering human rights and sustainability, but can,
at the same time, be dangerous in violating human rights and in its ecological ne-
gative impact. Elon Musk who needs to be criticized for many aspects from an
ethical perspective but is definitely not someone who could be blamed for being
against technological progress, has warned that “Al is far more dangerous than
nukes [nuclear warheads]. Far. So why do we have no regulatory oversight? This
is insane.” (Clifford 2018)

The late Stephen Hawking pointed out: “Unless we learn how to prepare for,
and avoid, the potential risks, Al could be the worst event in the history of our
civilization. It brings dangers, like powerful autonomous weapons, or new ways
for the few to oppress the many. It could bring great disruption to our economy.”
(Kharpal 2017)

2. Data-Based Systems (DS) Rather Than “Artificial
Intelligence”

So-called “artificial intelligence” can be defined as striving by technical means to
imitate or fulfill cognitive functions of human thought. In the course of an ethical
critique of so-called “Al”, it becomes clear that so-called “artificial intelligence”
does not comprise the sum of human knowledge, nor is it objective, fair and ne-
utral. It is only based on certain data, which increasingly includes the data that
so-called “generative Al” (such as ChatGPT) generates itself. As a result, so-called
“Al"” is getting dumber and dumber.
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From an ethical standpoint, the above-mentioned starting point regarding so-
called “Al” is criticized because intelligence does not just consist in the solution
of a cognitive task but also in the way it is pursued (Misselhorn 2018). In view of
the nature of so-called “Al”, doubts arise from an ethical perspective if the term
is even adequate, because so-called “Al” strives to imitate human intelligence, but
this is limited to a certain area of intelligence (e.g., certain cognitive capacities)
(Dreyfus 1972; Dreyfus and Dreyfus 1986). Furthermore, it is to be assumed that
so-called “Al” can at best become like human intelligence in certain areas of in-
telligence but can never become the same. Among others, in the domain of emo-
tional and social intelligence, machines are only able to simulate emotions, per-
sonal interaction, and relationships, and lack authenticity. For instance, a health
care robot can be trained to cry when the patient is crying, but no one would
argue that the robot feels real emotions and cries due to them. On the contrary,
one could train the exact same robot to slap the patient’s face when the patient
is crying, and the robot would perform this function in the same perfect way. The
lack of authenticity of robots in health care is problematic for respecting the di-
gnity of all humans (Turkle 2007). As it is relevant to the respect of human digni-
ty, authenticity must be part of the equation in data-based health care and in the
use of “care robots” (Manzeschke 2019).

Beyond that, in the domain of moral capability, one cannot ascribe machines
with moral capability because they are presupposed to follow patterns and rules
given by humans. Technologies are primarily made for their suitability and may
set rules as a self-learning system, for example, to increase their efficiency, but
these rules do not contain any ethical qualities. E.g., a self-driving car could set
the rules for itself, but it is not aware of the ethical quality. It could give itself the
rule to get from A to B as fast as possible including harming humans and nature,
to optimally fulfill the task of reaching B in the shortest time possible, without
being able to recognize ethical rules for itself, which would allow the machine to
perceive the illegitimacy of its rules and actions. A human driver instead posses-
ses the potential to recognize for himself or herself binding ethical rules, which
empower him or her to see that harming humans and nature might be more effi-
cient but illegitimate. Machines lack this autonomy. Autonomy encompasses re-
cognizing and setting ethical norms for oneself and basing one’s own actions on
them. Humans can set the rules for a self-driving car, whether good or bad. Ma-
chines fail on the principle of generalizability. This principle has its roots in Imma-
nuel Kant’s universalization principle that ethical rules can only be ethical rules if
we want them to be universal law (Kant 1974). Based on this, the fulfillment of
the principle of generalizability presupposes presenting rational and plausible ar-
guments—“good reasons”. “Good reasons” means that it must be conceivable
that all humans, given their effective freedom and autonomy as well as their full
equality, would agree upon these reasons—within a model of thought and not
within a real worldwide referendum—on ethical grounds (Kirchschlaeger 2023).
While a human can know that he or she does something ethically right or wrong,
machines cannot identify the ethical quality by itself.
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In addition, the potential that technologies possess in relation to ethical deci-
sions and actions is nowhere close to moral capability because machines lack not
only autonomy but also vulnerability, conscience, freedom, and responsibility,
which are essential for human morality (Kirchschlaeger 2021).

Finally, sometimes ethics must go beyond principles, norms, and rules to be
sensitive to the rule-transcending uniqueness of the concrete (Kirchschlaeger
2023). This accounts for the truth that in a concrete encounter with concrete pe-
ople in a concrete situation, rules can reach their limit because the concrete, in
its uniqueness, outranks the rule. “In general, concrete ethical, positive legal and
many other norms that are generally applicable, although indispensable, are not
sufficient to guarantee the basic humanity /.../. It is inevitable that we have to
cross norms in certain situations in order to act humanely, but this does not mean
that we deny the need for norms in general or refute that they are generally ap-
plicable.” (Virt 2007, 42—43) Through the increasing complexity of everyday rea-
lity—e.g., when guiding principles diverge or collide—humans are challenged to
find ethical insights into the ethical assessment of a concrete encounter with
concrete persons in a concrete situation. These ethical considerations in a more
differentiated and better manner would be expecting too much of machines due
to their lack of moral capability. Transferring ethics completely to mathematics,
programming, or training becomes difficult or even impossible.

Therefore, technologies cannot perform as moral subjects or moral agents, but
humans carry the ethical responsibility of machines. Humans must lay down ethi-
cal and legal principles and norms; set a framework, goals, and limits for machi-
nes; and define the use of machines in addition to examining, analyzing, evalua-
ting, and assessing technology-based innovation from an ethical perspective.

The term “data-based systems (DS)” would be more appropriate than “artifici-
al intelligence” because this term describes what actually constitutes so-called
“artificial intelligence”: generation, collection, and evaluation of data; data-based
perception (sensory, linguistic); data-based predictions; data-based decisions. In
addition, the term “data-based systems” allows for highlighting the main streng-
ths and weaknesses of the present technological achievements in this field. The
mastery of an enormous quantity of data represents the key asset of data-based
systems.

Pointing to its core characteristic, namely being based on data and relying exclu-
sively on data in all its processes, its own development, and its actions—more
precisely, its reactions to data—lifts the veil of the inappropriate attribution of
the myth of “intelligence”, covering substantial ethical problems and challenges
of data-based systems. This allows more accuracy, adequacy, and precision in the
critical reflection on data-based systems. For instance, the untraceability, unpre-
dictability, and inexplicability of the algorithmic processes resulting in data-based
evaluation, data-based predictions and data-based decisions (“black-box-pro-
blem”) (Bathaee 2018; Castelvecchi 2016; Knight 2017a; 2017b), its wide vulne-
rability to systemic errors, its deep exposure for confusing causality with correla-
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tion (e.g., high consumption of ice-creams by children in a summer-month and
high number of children car-accidents due to more mobility during vacation in the
same summer-month correlate but there is not any causal relationship between
the two statistics, meaning ice-cream-consumption does not cause car-accidents)
(Ilversen and Gergen 1997), and its high probability of biased and discriminatory
data and algorithms leading to biased and discriminatory data-based evaluations,
predictions, and decisions embrace its major disadvantages (Coeckelbergh 2020;
UNESCO 2024). “Algorithms are opinions embedded in codes. They are not objec-
tive.” (Demuth 2018) They are not neutral. They serve specific goals and purposes.
They are highly complex math with enormous amount of data — nothing more.

Finally, this terminological sharpening does not exclude the possibility of relying
on and learning from the existing research and discourse on so-called “Al” (inclu-
ding, e.g., “knowledge-based systems”) and its technological and normative di-
mensions.

3. Exclusive Responsibility of Humans

The previous considerations suggest that, due to the lack of moral capability of
machines, humans have the exclusive responsibility for machines. DS cannot act as
moral subjects due to their lack of autonomy as elaborated above. The definition
of ethical and legal principles and norms, of a framework for DS as well as ethical
decisions belong in the hands of humans. This is because the potential that tech-
nologies have in terms of ethical decisions and actions is nowhere near the moral
capability of humans, as machines lack not only autonomy, but also vulnerabili-
ty, conscience, freedom and responsibility that are essential for moral capability
(Kirchschlaeger 2021). People also have a responsibility to examine, analyze, and
evaluate technology-based innovations from an ethical point of view and not to
realize everything that is technically feasible. It is also important to take into ac-
count the complexity of ethics, which includes the “dual use” problem, ambiva-
lence, and the above-mentioned rule-transcending uniqueness of the concrete
(Kirchschlaeger 2023). Due to their lack of moral capability, DS reach their limits
here. A complete transfer of ethics to mathematics, programming or the training
of machines proves to be impossible due to the complexity of ethics and the lack
of moral capability of DS.

The ethical responsibility of humans for DS also means design responsibility:
DS do not simply fall from the sky or are predetermined by nature, but it is up to
humans to decide what and how DS are designed, developed, produced, deployed
and used, or not used due to ethical concerns. The latter also includes the respon-
sibility to use DS in a targeted manner where they serve humanity and the planet,
and to develop DS in those areas of human intelligence where they already mas-
sively outperform humans — such as handling large amounts of data, data storage,
computing power, and logical deduction. DS can substantially support human
thinking by storing facts and perceiving complexity.
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4. Sharing Ethical Benefits and Mastering Ethical Risks by
Global Governance of DS

“Data-based systems (DS)” comprise ethical opportunities and ethical risks. DS
can be powerful, e.g., for fostering human dignity and sustainability, but also
for violating human dignity or destroying the planet. DS can make an important
contribution to the promotion of human rights. For example, DS can be used to
design new drugs based on protein structures (Atz et al. 2024). With the help of
DS, tumor diseases can be classified more precisely than before in terms of their
threat level (Zhang et al. 2024). DS offer enormous ethical opportunities.

When dealing with the ethical opportunities and risks of DS, the following two
errors of thought are all too often made in the ethical discourse, which should be
avoided: Firstly, ethical dangers could supposedly be offset by ethical opportuni-
ties. Secondly, human rights violations are accepted if great benefits are expected
from DS. These are two errors of reasoning, because a violation of human rights
with or through DS can neither be outweighed by the positive ethical potential of
DS in terms of human rights nor by a high return, since human rights are at stake,
so that every single violation of human rights proves to be ethically unacceptable.

This makes the ethical risks all the more significant. Humans need to become
active so that DS do not simply happen, but that humans shape it. This is necessa-
ry so that DS will not be reduced to an instrument serving pure efficiency (Kirchsc-
hlaeger 2025c) but can rise to their ethical potential. More importantly, there is a
need for normative guidance to review the economic self-interests that run DS so
far almost exclusively and to guide calls for global regulations and governance in
the digital domain and in the sphere of DS to ensure that all humans and the pla-
net share the ethical benefits of DS and that the ethical risks of DS are mastered.

This is of essential significance not only because of, but especially in a time whe-
re multinational technology-companies who are the decisive driving-force of this
technological progress officially and explicitly step down from their ethical respon-
sibilities. For example, Meta announces that it will stop its ethically informed mo-
deration of the content (e.g., fighting racist and sexist hate speech as well as inci-
tements to violence) on their social media-platforms (Isaac and Schleifer 2025).
Google, for example, removes their “Responsible Al Principles” which it has so far
used to engage in technologies violating human rights as well as in technologies
for surveillance and for causing harm (e.g., DS for weapons) (Tiku and De Vynck
2025). These are just additional pieces of explicit evidence (Zuboff 2019) that self-
regulation of multinational technology companies will not really happen nor work.

5. Existing Global Governance Initiatives

The debate about the international governance of DS (Kirchschlaeger 2024a; 2024d;
2024e) encompasses several declarations, recommendations, principles, and gu-
idelines—the first generation of governance initiatives: “the sermons.” Different
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initiatives by states and civil society on national level exist (Agency for Digital Go-
vernment 2024; Amnesty International 2025; Association for Computing Machine-
ry 2017; Australian Human Rights Commission 2019; Beijing Academy of Artificial
Intelligence [BAAI] 2019; Commission Nationale de I'Informatique et des Libertés
[CNIL] et al. 2018; Fairness, Accountability, and Transparency in Machine Learning
[FAT/ML] 2016; Future of Life Institute 2017; House of Commons of the United
Kingdom — Science and Technology Committee 2018; Japanese Society for Artificial
Intelligence [JSAI] 2017; Montréal Declaration 2018; Partnership on Al 2024; The
Public Voice Coalition 2018; Swiss Federal Council 2020; Villani 2018). On a regio-
nal level, states and civil society have contributed to this debate (European Group
on Ethics in Science and New Technologies 2012; 2014; 2015; 2018a; 2018b; High-
Level Expert Group on Artificial Intelligence HLEG Al of the European Commission
2019; Council of Europe 2018a; 2018b; 2018c; 2019a; 2019b; The Charter of
Digital Rights by European Digital Rights (EDRi) - network, 2014). On an
international level, contributions by state and non-state actors enter the
spotlight (CNIL et al. 2018; Partnership on Al 2016; The Public Voice Coalition
2018; UNESCO World Commission on the Ethics of Scientific Knowledge and
Technology [UNESCO COMEST] 2017; Information Technology Industry Council
[ITIC] 2017; Dutton 1990; Price 2018; D 64 Zentrum fir Digitalen Fortschritt 2018;
UNICEF 2017; Association for Computing Machinery’s Committee on Professional
Ethics 2018; WeGovNow 2020; The Future of Privacy Forum 2018; UNI Global
Union 2017; Institute of Electrical and Electro-nic Engineers [IEEE] Standards
Association 2024; Internet Governance Forum [IGF] 2014; 2019; ISO 2020; the
“Bletchley Declaration 2023” (Al Safety Summit 2023), the “Al4People Summit
Declaration,” the “G7 International Guiding Principles on Al,” the “Al Code of
Conduct,” the “Recommendation on the Ethics of Artificial In-telligence” by
UNESCO, the OECD Principles on Atrtificial Intelligence (OECD 2019), the G20-
Principles of Al, “Declaration of Principles” by the World Summit on the
Information Society in Geneva 2003 (World Summit on the Information Society
[WSIS] 2003). Contributions from professional ethics—e.g., the code of the Insti-
tute of Electrical and Electronic Engineers (IEEE Standards Association 2024), the
code of the National Society of Professional Engineers (NSPE 2019) or the codes of
the American Society of Mechanical Engineers (ASME n.d.) emerge together with
other proposals. The main challenge with these declarations, recommendations,
principles, and guidelines—with “the sermons”—is the step from theory to
practice. They remain at maximum “soft law” “which is a tool often used to either
avoid or anticipate formal legislation” (Nevejans 2016, 26). Beyond that, the
European Par-liament and Council reached political agreement on the European
Union’s Artificial Intelligence Act (“EU Al Act”) (European Parliament 2023). The
EU Al Act aims to represent a comprehensive legal framework for the regulation
of Al systems across the EU, ensuring the safety of and respect for fundamental
rights by DS as well as encouraging investments and innovation in the field of DS.
In addition, the Council of Europe Framework Convention on Artificial Intelligence
and Human Rights, De-mocracy and the Rule of Law was adopted on May 17,
2024, by the Committee of Ministers of the Council of Europe (Council of Europe
2024).
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Other legal initiatives—forming together with the EU Al Act the second gene-
ration of governance initiatives: “the locals”—are also pursued in China and in the
USA on the federal level, and several governments on the state level released new
regulations, leading to the categorization of these activities as “American Market-
Driven Regulatory Model”, “Chinese State-Driven Regulatory Model”, and “Euro-
pean Rights-Driven Regulatory Model” (Bradford 2023, 35-145).

Finally, the debate about global governance in DS also knows the third gene-
ration of governance initiatives: “the international players” —consisting of the
proposals of two main models: the model of the Intergovernmental Panel on Cli-
mate Change (IPCC) (Kaspersen and Wallach 2023) and the model of the Interna-
tional Civil Aviation Organization (ICAO) (Baker & McKenzie 2023; World Economic
Forum 2022).

The model of the Intergovernmental Panel on Climate Change (IPCC) consists
of a panel of experts. The IPCC was established in 1988 by the United Nations,
with member countries from around the world. It provides governments with
scientific information they can use to develop climate policies. The panel of
experts in the domain of Al would provide policymakers and governments with
information, scenarios, and models for their decision-making.

The model of the International Civil Aviation Organization (ICAO) (Baker &
McKenzie 2023) consists of a binding global framework and its implementation.
The ICAO, as a United Nations agency, has its basis in the Convention on Interna-
tional Civil Aviation. The ICAQ is the global forum of states for international civil
aviation. It develops policies and standards, provides compliance audits, studies,
analyses, and assistance to states and stakeholders, and contributes to the global
alignment of air regulations.

While “the sermons” lack implementation during the working week, and “the
locals” possess a national or regional focus, while DS represents a global pheno-
menon, “the international players” locate the governance of DS on an internati-
onal level and approach it adequately in an institutional manner in order to cre-
ate a positive impact in reality and on the ground.

At the same time, it needs to be considered that the IPCC model will not reach
the desired effect on the ground because it does not possess neither legal autho-
rity nor legal enforcement tools. This weakness of the IPCC model becomes clear
listening to the UN High Commissioner for Human Rights, Volker Tirk: “Victims and
experts /.../ have raised the alarm bell for quite some time, but policy makers and
developers of Al have not acted enough—or fast enough—on those concerns. We
need urgent action by governments and by companies. And at the international
level, the United Nations can play a central role in convening key stakeholders and
advising on progress. There is absolutely no time to waste. The world waited too
long on climate change. We cannot afford to repeat that same mistake” (Tuirk 2023).

Regarding the ICAO model, doubts arise if one can compare a self-contained
industry like aviation to a cross-cutting technology like DS. The latter causes ma-
nifold and multifaceted legal and ethical issues (Baker & McKenzie 2023).
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6. Ten Main Global Dangers of DS

From an ethical perspective, the first global danger of DS is not doing anything
about the ethical risks of DS: Products with DS that violate human dignity and
human rights or destroy the planet can be put on the market without legal con-
sequences. For example, if an app is sold online that sexualizes images of children
as mentioned above, nothing happens to the company offering this app except
that it makes a lot of money (Lensa 2024; Heikkild 2022; Snow 2022). For several
decades now, humanity has allowed business models that have human rights vi-
olations at their core to go unchallenged.

A second global danger posed by DS is the growing inequality and poverty
around the world due to a widening “digital divide” (Kirchschlaeger 2021). Expec-
ted explosive increases in computing power (e.g. through quantum computing)
will explode the already existing “digital divide” in some regions of the world
there is no access to the internet, other places already benefit from large data
centers.

A third global danger is the negative impact of DS on the climate and the envi-
ronment, which threatens to destroy the planet (Kirchschlaeger 2021). The mas-
sive demand for both raw materials for the production of DS and for energy in the
production and use of DS is still disproportionate to the contribution of DS to
combating climate destruction.

A fourth global danger is the constant violation of the human right to privacy
and data protection (Zuboff 2019). Whenever possible, people’s data is stolen and
sold to the highest bidder. The ongoing disregard for privacy and data protection
is a massive attack on the freedom of all people.

A fifth global danger is that with DS, thanks to these huge amounts of data
about people, one can “know” people better than people know themselves. This
opens the door to economic and political manipulation. With DS, you can know
to use a metaphor exactly which piano keys to press to make the music play, in
other words, to get people to buy or choose or vote the way the hands controlling
DS want them to (Nosthoff and Maschewski 2019).

A sixth global danger is the potential for disinformation. Due to global networ-
king online, millions of people can be targeted with false information - so-called
“fake news” - at the click of a mouse. Language and image generation systems
(such as ChatGPT, Dall-E), for which the criterion of truthfulness, data protection
and copyright play no role and which, figuratively speaking, are nothing more than
cows chewing the cud (Kirchschlaeger 2024c), open up new horizons in this re-
spect, as artificially created audio and video material with a high degree of per-
fection can be circulated globally as supposed realities. For example, words can
be put into the mouths of political officials that they never actually said. Unfortu-
nately, despite official clarifications from the politicians concerned, some of the
untruths remain in people’s minds - with “fake news” in images even more than
in words (Kirchschlaeger 2021).
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Linked to this, a seventh global danger is the possibility of targeted destabili-
zation of societies through hate speech and incitement to violence spread on the
internet - especially on social media - where masses can be mobilized at the click
of a mouse (Cadwalladr 2024).

An eighth global danger is the risk to the mental and physical health of people
(Mahari and Pataranutaporn 2024), especially children and adolescents, due to
the effects of DS, including “social media”. Among other things, the WHO is con-
sidering recognizing “social media” use as an addiction (Montag 2023) because
“social media” has the following traits: “The internet is a giant hypodermic, and
the content, including social media like Meta, are the psychoactive drugs.” (Rich-
tel 2023) It would be more adequate to call “social media” “anti-social media”.

A ninth global danger is cyberattacks (Kirchschlaeger 2021). Growing digitali-
zation and an increase in the use of DS in people’s business and private lives, as
well as in the systemic infrastructure of societies, mean an increase in vulnerabi-
lity to cyberattacks. Cybercrime and the fight against it have a massive economic
impact on national economies.

The military applications of DS represent a tenth global danger (Kirchschlaeger
2024b). Automated weapon systems are unable to distinguish between comba-
tants and non-combatants in armed conflicts and to apply the principle of pro-
portionality (Asaro 2008), which leads to more misconduct and crime (Sharkey
2011). Another argument against automated weapons is that they would lead to
more wars (Kahn 2017) because, among other things, a lower number of victims
would be expected (Wallach 2015) and thus a lower political price would have to
be paid (Wagner 2014).

Facing these ten global threats, the limitations of the so-far three generations
of governance initiatives become obvious if one approaches this risky reality with
the test questions mentioned above for the already existing “sermons”, “locals”,
and “international actors”. The already existing “sermons”, “locals”, and “interna-
tional actors” receive also negative responses in all three cases. Therefore, it is
necessary to think about ways to combine the strengths of “the sermons”, “the
locals”, and “the international actors” and to avoid their weaknesses in order to
address these global threats in an impactful and global way while still benefiting
from the ethical opportunities of DS. Allowing humans and the planet to flourish
sustainably and guaranteeing globally that human dignity is respected not only
offline but also online and in the digital sphere as well as in the domain of DS, the
below described concrete measures are proposed.

7. The Need for Human Rights-Based DS and an
International Data-Based Systems Agency IDA at the UN

In order to secure a future for humanity and the planet, in order to allow humans
and the planet to flourish sustainably, and in order to guarantee that human rights
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are respected globally not only offline but also online — and in the digital sphere
and the domain of DS — the following concrete measures need to be implemen-
ted with urgency:

a) Human Rights-Based Data-Based Systems (HRBDS): Human rights-based data-
based systems (HRBDS) are meant to ensure that human rights serve as the
basis of DS. In other words, HRBDS seek to ensure that human rights — inclu-
ding rights of the child (Kirchschlaeger 2025a) are respected, protected, im-
plemented, and realized within the entire life cycle of DS and the complete
value-chain process of DS (in the design, the development, the production,
the distribution, the use, or the non-use of DS because of human rights-con-
cerns). HRBDS strives for protecting the powerless from the powerful.

As a minimum ethical frame of reference, human rights could provide the
necessary normative orientation that they only represent a minimum stan-
dard that guarantees all humans physical survival and a life in dignity — a life
as human. As an ethical minimum standard, human rights do not ethically
overtax technological progress and do not stifle it, as would be the case with
a high ethos. Another argument in favor of human rights is the ethical justi-
fiability of human rights and their universality with the principle of vulnera-
bility (Kirchschlaeger 2013b), which underpins their global acceptance. The
latter proves to be unrivalled in comparison to other value systems and ca-
talogs of norms (Kirchschlaeger 2025b), as human rights are not anchored
in a specific culture, tradition, religion or worldview, but serve as a basis for
the lived diversity of cultures, traditions, religions or worldviews by protec-
ting, among other things, the freedom of belief, conscience and religion of
all people (Kirchschlaeger 2020).

In addition, human rights encourage and promote innovation and tech-
nological progress by protecting freedom of thought, freedom of expression,
and free access to information (Kirchschlaeger 2013a). Finally, they protect
and promote the diversity that is constitutive for innovation processes by
guaranteeing the self-determination of every person, which proves to be a
source of diversity (Kirchschlaeger 2016; Kirchschlaeger 2020).

b) An International Data-Based Systems Agency (IDA): An International Data-Ba-
sed Systems Agency (IDA) urgently needs to be established at the UN as a glo-
bal platform for technical cooperation in the field of DS (Kirchschlaeger 2021;
2024a; 2024d; 2024e), fostering human rights, safety, security, a rules-based
international order, sustainability, and peaceful uses of DS with a multilateral
approach and by collaborating and joining forces with other UN agencies and
already existing events and formats, e.g., the World Summit on the Informa-
tion Society WSIS, the International Governance Forum IGF, the Al for Good
Global Summit, as well as a global supervisory and monitoring institution and
regulatory authority in the area of DS responsible for access to market appro-
val.

Given the areas of convergence between DS and nuclear technologies, the In-
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ternational Atomic Energy Agency (IAEA) model would seem the most appropri-
ate one for responsible global Al governance as it represents an UN-agency with
“teeth”.

IDA at the UN should fulfill the following three key-functions:

a) Providing an access to market approval-process which several other industri-
es know since decades (e.g., the pharmaceutical industry) in order to avoid
harm of humans and the environment; the access to market approval-process
orchestrated by IDA should ensure that human rights-violating products (like,
e.g., the above-mentioned app sexualizing pictures of children) do not even
end up on the market. By this, an preventive impact is caused by IDA that the
private sector does not even design and develop such human rights-violating
DS knowing that they will not pass the access to market approval-process.

b) Monitoring and enforcing that human rights are not violated with or by DS;

c) Fostering international technical collaboration in the sphere of DS in order to
enable humanity to reach faster and better the positive potential of DS.

While pursuing all three key functions, IDA could also rely on DS-based soluti-
ons to implement HRBDS.

The establishment of an IDA is feasible because humanity has already shown
that we are able to avoid “blindly” pursuing and implementing things that are
technical possible, but that we are also able to exercise caution when the welfare
of humanity and the planet are at stake. For example, humans researched the
field of nuclear technology but then humans substantially and massively limited
research and development in the field of nuclear technology, in order to prevent
even worse consequences. This restriction was successful mainly due to an inter-
national regime, concrete enforcement mechanisms, and thanks to the Interna-
tional Atomic Energy Agency (IAEA) at the UN - an UN-agency wish "teeth".

8. HRBDS and IDA Are Realistic

The realization of IDA is realistic because humanity has shown in the past that
when the well-being of people and the planet is at stake, it can focus on what is
technically desirable instead of blindly pursuing everything that is technically fea-
sible. Humanity has also stepped up to foster ethical upsides and to stop or to ma-
ster the ethical downsides of technological progress by establishing a binding glo-
bal regulatory framework as well as an impactful global enforcement-institution.

E.g., humanity has pursued nuclear technology, developed the atomic bomb
and even used it more than once. However, in order to prevent even worse thin-
gs from happening, mankind then massively restricted the research and deve-
lopment of nuclear technology despite overwhelming opposition from state and
non-state actors. It is mainly thanks to international guidelines, concrete enfor-
cement mechanisms and the UN’s International Atomic Energy Agency (IAEA) that
nothing worse happened.
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E.g., in the case of chlorofluorocarbons (CFCs), humanity also decided to ban
ozone-depleting substances under the Montreal Protocol of 1987 (UN Enviro-
nment Programme 1987) and to enforce the ban consistently. Here, too, there
was considerable resistance, partly due to the vested interests of the private sec-
tor. This regulation and its uncompromising enforcement have led to the hole in
the ozone layer slowly closing.

9. Broad Global Support for HRBDS and IDA

There is a growing international and interdisciplinary network of experts calling
for the establishment of HRBDS and IDA (IDA 2024). The Elders, an independent
group of world leaders founded by Nelson Mandela, has endorsed the recommen-
dations for human rights-based DS and for the establishment of a global agency
to monitor them. It has called upon the UN to take appropriate action. In their
statement of May 31, 2023, the Elders declared that: “A new global architecture
is needed to manage these powerful technologies within robust safety protocols,
drawing on the model of the Nuclear Non-Proliferation Treaty and the Internatio-
nal Atomic Energy Agency. These guardrails must ensure Al is used in ways consi-
stent with international law and human rights treaties. Al’s benefits must also be
shared with poorer countries. No existing international agency has the mandate
and expertise to do all this. The Elders now encourage a country or group of co-
untries to request as a matter of priority, via the UN General Assembly, that the
International Law Commission draft an international treaty establishing a new
international Al safety agency.” (The Elders 2023)

The idea of a human rights-based and legally binding regulatory framework as
well as the establishment of an institution enforcing the global regulation enjoyed
the support of Pope Francis (Francesco 2024).

His Holiness the Dalai Lama supports the establishment of IDA at the UN as
well as human rights-based DS (HRBDS) because human rights-based data-based
systems (HRBDS) and the establishment of an International Data-Based Systems
Agency (IDA) at the UN foster the realization of human rights, peace, and susta-
inability in the sphere of data-based systems (DS) (IDA 2025).

UN Secretary General Antdnio Guterres also supports the creation of an inter-
national Al watchdog body like the International Atomic Energy Agency (IAEA): “I
would be favorable to the idea that we could have an artificial intelligence agen-
cy /.../ inspired by what the international agency of atomic energy is today.” (Ni-
chols 2023) He has called for a new UN body like an “International Data-Based
Systems Agency IDA” to tackle threats posed by artificial intelligence in the UN
Security Council on July 18, 2023 (Guterres 2023).

UN High Commissioner for Human Rights Volker Tlrk has demanded at the UN
Human Rights Council “urgent action” and proposed human-rights-based HRBDS
and a coordinated global response towards an institutional solution like the cre-
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ation of an “International Data-Based Systems Agency IDA” in his statement about
Al and human rights on July 12, 2023 (Tirk 23).

Also, some voices from multinational technology-companies — among others,
Sam Altman (Founder of OpenAl) at the World Economic Forum WEF 2024 — have
called for IDA (Santelli 2024).

Mustafa Suleyman (CEO of Microsoft Al, Co-Founder and former Head of ap-
plied Al at DeepMind, Co-Founder of Inflection Al) says:

“We need our generation’s equivalent of the nuclear treaty to shape a
common worldwide approach —in this case not curbing proliferation alto-
gether but setting limits and building frameworks for management and
mitigation that, like the wave, cross borders. This would put clear limits on
what work is undertaken, mediate among national licensing efforts, and
create a framework for reviewing both. Where there is a clear scope for a
new body or bodies is with technical concerns. A dedicated regulator that
navigates contentious geopolitics (as much as possible), avoids overreach,
and performs pragmatic monitoring function on broadly objective criteria
is urgently needed. Think of something like the International Atomic Ener-
gy Agency.” (Suleyman and Bhaskar 2023, 266)

10. Concluding Remarks

Time is running. Not only because of the enormous ecological footprint of DS. Not
only because of the constantly occurring human rights violations with or by DS.
Not only because of the at large scale manipulated democratic opinion-forming-
and decision-making processes. Not only because of entire societies being thre-
atened by destabilization with a targeted use of “fake news”. Not only because
of leaders and decision-makers in politics, society, and business fearing that their
careers are put to an end by a “deep-fake”. But also because of the following rea-
lity, which significantly reinforces the ethically negative potential of DS:

“Washington and Beijing will soon discover that putting A.l. in the hands
of every person and robot on the planet will superempower bad people
to levels no law enforcement agency has ever faced. Remember: Bad guys
are always early adopters! And without the United States and China agre-
eing on a trust architecture to ensure that every A.l. device can be used
only for humans’ well-being, the artificial intelligence revolution is certain
to produce superempowered thieves, scam artists, hackers, drug dealers,
terrorists and misinformation warriors. They will destabilize both America
and China, long before these two superpower nations get around to figh-
ting a war with each other.” (Friedman 2025)

If we foster now human rights-based data-based systems (HRBDS) and if we
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establish now the International Data-Based Systems Agency (IDA) at the UN, the-
re will be a sustainable future for the planet and for humanity enjoying human

dignity and human rights.
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